STOP. Is this email a scam?

Read this before you click anything.

Fake "unpaid invoice" and "reminder"” emails are made to scare you
into clicking. Slow down and check these five things first.

1. Does it say you owe money or must pay fast?
Scammers use fear and hurry on purpose. Being rushed is a warning sign.

2. Do you actually remember this bill?

If you never ordered from this company and don't recognise the invoice, it is
almost certainly fake.

3. Look at the sender's email address.

Does it really match the company name? A strange address that doesn't fit
means do not trust it.

4. Do not click the button or the link.

Not even "just to check." One click can be enough. If in doubt, don't click.

5. Never type a password or bank details.

Real banks and companies never ask for this through an email link. Never
enter it.

When in doubt: do nothing and ask.

Call the company using a number you already have, not the one in

the email.
Or ask a family member you trust before you do anything.
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